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TerminalservicePlus TSplus User Guide

Terminal Service Plusproduct range is the greatest offering of the dvanrket today! It is a
powerful and the easiest way to publish any of wimdows application on a LAN or a WAN.

Features Benefits

5, 10, 20 or Unlimited concurrent user: Adding “server technology” to an
existing XP, VISTA, W7, 2003 SBS,
2008 SBS system (32 or 64 bits)

Universal Printer Enable to print document wherever ' ou
are

Application Publishing Without the Microsoft Remote Deski )p
background

Application control Per user or per group of users, usin( a

amazing Drag & Drop wizard, Per us er
or Per Groups wizards

Load balancing and failover Up to 10 servers for a wide deploym :nt
scalability (which means up to 1.00C
concurrent users per farm)

TSplus user remote Task Bar A nice looking alternative shell to
Microsoft Remote Desktop

TSplus for XP: after installation of TSplus for XP onto Window#® Xyou will get a fully featured
and powerful “server” with unbelievable freedonrémnotely access and control your application
publishing requirements.

TSplus for VISTA and Windows 7: delivering the same capabilities for VISTA and \dbmws 7
(Professional and Ultimate), this solution is Ipesverful as XP because VISTA is a resource
crunchy system.

TSplus for 2003 / 2008 SBS and ServerH:you already own a Microsoft 2003/2008 SBS serve
no more need to purchase an other server to ri@ &¢ 20 remote accesses. Just install TSplus.
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1. Pre-requisites

Hardware

Terminal Service Plus could work on your PC anchethe minimal recommended hardware.

Number of users Equipment for XP 2003/2003 SBS VISTA/W7/2008
512 MB, DDR 2 1GB, DDR 2 Dual core
3-5 ONE CPU ONE CPU 2 GB,DDR 3
One CPU 2 GHZ
1 GB, DDR3 2 GB, DDR3 Quad core
10 One CPU 2 GHZ One CPU 2.5 GHZ 4 GB, DDR3
Dual core Dual Core One CPU 2 GHZ
2 GB, DDR3 4 Go, DDR 3 Quad Core
20 One CPU 2.5 GHZ Two CPUs 2.5 GHZ 4 Go, DDR 3
Dual Core or Quad Core| Dual Core/ Quad Core| Two CPUs 2.5t0 2.9 GHZ
4 Go, DDR 3 Farm of 2 servers Farm of 2 servers
50 Two CPUs 2.5 to 2.9 GHZ \W/ith 25 users each With 25 users each
Dual Core or Quad Core
4 Go, DDR 3 Farm of 4 servers Farm of 4 servers
100 Two CPUs 2.5 to 2.9 GHZ \W/ith 25 users each With 25 users each
Quad Core
Over 100 Farm of servers Farm of servers Farm of servers
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Operating system
Your hardware must use one of the operating systeniselow:

TSplus for XP: Windows XP Professional ®&indows XP Home

TSplus for VISTA and Windows 7: Windows Vista Professional, Corporate or Ultimate
Edition

TSplus for 2003 or 2003 SBS

TSplus for 2008 or 2008 SBS

32 and 64 bits are supported.

Network parameters

The Terminal Service Plus “server” must have adike address

Internet Protocol (TCP/IP) Properties @E]

General

fou can get [P settings assigned automatically if pour netwaork. supports
thiz capability. Otherwise, you need to asgk your network, administrator for
the appropriate [P settings.

() Obtain an IP address automatically
@;Use the fallowing IP address:

1P address: 192 168 . 1 122
Subnet mazk: 200,288 . 285, 0
Default gateway: 192 168 . 1 . 1

(®) Use the fallowing DNS server addresses:
Prefermed DMS server: 192 168 . 1 .1

Alternate DMS server

[ 0K H Cancel ]

Remote access (from Wide Area Network — WAN)

A DSL connection is recommended as well as a puikc address. Without fix IP
address, you should install a dynamic DNS servieeDynDNS.org.
The TCP RDP port (by default 3389) must be opermd Wways on your firewall.
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2. Installation of Terminal Service Plus

1. Run Setup-TSplus-3.20.exand then follow the installation steps.

= Terminal Service Plus Install Program

=)o e

Welcome to the Terminal Service Plus
Install program.

vice Pl

This program allows you to install Terminal Service Plus on your
hard drive.

& It is strongly recommended that before proceeding, you ensure that
3 no other Windows programs are running.

If you do not wish to install Terminal Service Plus, click "Exit’ now,
otherwise click "Mext' to continue.

A,
m
Ea
(v

Next> | [ Ext |

= Terminal Service Plus Install Program

o =
T1S5/us

TorminalSarvicePhs

License
Please read the license agreement below.

Please read the license agreement below and select "l Agree” if vou agree with its terms
and conditions.

Terminal Service Plus ‘s license agreement

Software

"ou should carefully read the following terms and conditions before opening the

=zoftware package, or if downloaded, before using such downloaded software.

Opening the package or using the software, if downloaded, means you accept these
terms and conditions and understand that they will be legally binding on vou and

Terminal Service Plus. If you do not agree with these terms and conditions, or do not

want them to be binding on you, you should prompthy return the package unopened fora -

(@ | agree with the above terms and conditions

() | do not agree

2. Click on | agree to the license

A message appears then to ask you to confirm thmimal Service Plus files creation on C:

The installation path is mandatory :
%ProgramFiles%\TSplus
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The progress bar appears then and allows youlwfdhe progress of process.

. Terminal Service Plus Install Program EI =] \EI
Installing
Installation in progress, please wait. TSUS

TorminaltervicePhus

File : C:AProgram Files\.. \settheme.exe

35%

ack Next = Cancel

m
=)

Once this first file copy installation step endedthe following window asks you to confirm the
starting of the next step.

A progress bar is displayed to point out the progrss of the installation of the universal
rinter Terminal Service Plus.

TSplus. Please wait...

Once the installation terminated, a window inforyos about it.
To use Terminal Service Plus, you must start agaim PC.

After the reboot, you will see the following pop-up

i TSplus- Excellent performances for your users [ B [k
Thank you faor using TSplus, the best Citric altemative for:

TS alus Windows XP, VISTA, Windows 7. SBS 2003 and SBS 2008

TerminalservicaPlus | 1he product includes all options for 5 users and 14 days.

[ Bury Now! ] [ Continue

The trial periods delivers a full product for 15/dand 5 concurrent users.

If you wish to extend the number of users, or for ay question, please send us a mail using ou
web site: http://terminalserviceplus.com
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3. Custimization and parameters settings

The Terminal Service Plus server is now ready to go
However, you can customize all of the system patarsavith a powerful administrator tool.

1. Click on the icon created on your Desktop

B All users can open a remote session

Specify if users must be members of the Remote tOpdlsers group or not. By default, everyone
can open a session.

B Password Control
Specify if users must have a password or not.

B Using Windows Shell
Select an alternate shell (recommended) or resW&imdows default one.
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ServerAdministration tools

Task Manager: to monitor process and user sessions

Users & Groups Managementto create new users and new groups
Group policies: to modify the server policies

Services:to check the server services

Server properties:to enter the server in a domain
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TSplus server tools

Start service:to start or re-start the Terminal Service for XR/ee

Stop Service:to stop the Terminal Service for XP service

Setting up the Web Serverto specify the web server parameters

Activate the Web server:to start the Web Server

Change RDP port Default number is 3389 and you can choose ardifteone.
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System information

Check licenseto verify the current license settings

Backup & Restore server parametersbackups your license and our server settings
Event log: to review the system logs

Changing the server name will disable the license and it is will required asking for a new
one.
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Server Optimization options

Debug log file managementto create/review a detailed connection log file
Optimizing your server: to automatically improve your server performances
Reverse server optimizationsto roll-back optimization settings

User’s logon/disconnect/logoffdefine an expiration limit for disconnected sessjo
disconnected sessions will be logged off at thedaled delay.
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TSPlus Client generators

Default global client parameters:specify once the connection client programs pararaet
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Selecting your seamless client coloif you want to seamlessly publish applications you
must select a transparency color (green, bluen) pi

The Seamless Client is based one transparency sellected by the Administrator. As the Remote
Desktop background color is paint with the selectethsparent color, the Microsoft Remote
Desktop is not displayed anymore and the userjugtisee his published applications.

& Installation default is NO TRANSPARANCY. We offgyou the choice between 3

transparency colors: Pink, Green and Blue. Warn@ff: course, the server and the connection
clients must use the same color.

A reboot is mandatory after setting a transparency color on the server.
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Seamless connection program:

The administrator can select 3 different stylesReimote Desktop TSplus Taskbar. The TSplus
Taskbar is extremely useful when a session is riin the Seamless TSplus connection program.
The user can launch remote applications with oro& on the TSplus taskbar and still have the full
local Desktop available.

Right side Blue theme taskbar Right side Silver themagkbar

Top of the user screen: The mini dropdown list taskar
(very much appreciated by TSplus users)
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Thin-client or any RDP based connection program

The administrator can select 3 different stylefubifscreen Remote Desktop. The standard
Microsoft Remote Desktop can also be used if prefer

Because these TSplus Desktops are full screals ithfe user display when a session is opened
from dedicated thin-clients, any RDP based cliengccessed from a web page or TSplus Remote
Desktop clients.

There are benefits over a standard Remote Deskt@mnhances the server security (no START
button neither full control of the Desktop). TherAihistrator can also customize the desktop
background by replacing with your corporate logo.

Standard Microsoft Remote Desktop

The user has a complete desktop including StatbBwnd full control of the desktop
To assign to complete desktop, just use the Adnoh@pplication named
Microsoft Remote Desktop

Blue Full screen TSplus Desktop VISTA style TSplus Remote Desktop

To customize, the Administrator can change the 0 customize, the Administrator can change the
desktop to display the Corporate logo desktop to display the Corporate logo
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Administrator tools on the server

With the AdminTool, the Administrator can easilycake what will be the default Remote Desktop
theme the user will see when opening a session.

With the standard settings the user can chooskeaatit default theme. The Administrator can
restrict users from changing themes.

By editing the users menu, the Administrator catVsuppress applications and functionality.
Customization of the users menu is easy. My Reresktop=... could be replaced by Desktop
Folder=... or can be localized with the country lazage.

The content of user menus (mainmenu.mnu) is matifiethe administrator using Notepad
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Load balancing/Failover settings:to specify loadbalancing/Failover parameters

The system enables to use up to 10 servers with load balancing and to have one backup server to be used
as failover equipment. This very powerful and advanced capability is to be used when a large number of

users/servers have to be deployed.

Usually we recommend to use one server for 50 qoatiusers. For standard commercial
application written in VB, C, C++, Delphi or Unifag/ou can go up to 100 concurrent user
especially if you decide to use XP 64 bits whigharscording to our experience to top most
operating system delivered by Microsoft. XP 64 biisstand far away Vista, Windows 7 or
Windows 2008 and it is a much more compatible dabls operating system.
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Client connection Generators

Seamless Clientto seamlessly run applications (no Remote Deskémdround)
RDP client: to run application within a Remote Desktop backgobu

Connection client generators

Remote Desktop Client Seamless Client

The program allows changing the icon and the connection client program name.

Server Address:Enter the IP address of the server to which trentinust be connected.

Port Number: Enter the server port number

Domain name:Enter a domain name if any

User and Passwordif you enter a user/password, the client progralhnet ask to retype it at
each session. If you type *SSO in the user nanh, filee client program will just ask once the
logon/password at the very first connection and s@le this information on the user’s workstation
so that the user doesn’t have to identify himsedfreagain. To reset this logon/password saving,
you must create and edit a shortcut of the Remetk@p Client and adereset orswitch at the

end of the target field.
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Advanced printing option: Universal Printer

The Terminal Service Plus Universal Printer off@wa a great capability: to print documents from
any PCs. When selecting this printer, the docurteptint is automatically converted into a PDF
format file. This PDF file is automatically pushedthe local Acrobat Reader of the user
workstation.

You can choose from 4 printing options:

Acrobat Reader preview:the document will be pushed and the local Acrobeader will
be open with the generated PDF file. The user ciau iy or save a copy on his local disk
drive

Print on the user default printer: the document will be automatically pushed to thiuale
user printer (the local printing driver is includedo the TSplus connection client).

Select a local printer: The user can select one of his local printer Igbal printing driver
is included into the TSplus connection client).

Streaming mode on the default printer:for large documents, the PDF file is splited ito
pages per 2 pages transfer / print process (tla pomting driver is included into the
TSplus connection client).

The Seamless client is compatible with any PC with XP, 2003, Vista, Windows 7 and Windows
2008. Windows 95/98, NT and 2000 are not supported.

The RDP and USB are compatible with any Windows platform. It is why it must be used in any
deployment where old PC could be used to open a session.

Application publishing
TSplus supports 3 different kinds of Applicationbishing

Microsoft Remote Desktop. The user will see theé ¥Windows Remote Desktop in the
session. Application Control is not easy.

TSplus Taskbar. Any application, folder, shortcdiscuments... copied in the user Desktop
folder will be published with the TSplus Remote this case, the user does not have any
access to applications other than that decidechéyatministrator. Application Control is
much finer-grained.

Assign one, two, three, or more specific appliagadito a user/group. In this case the user
will only see their assigned applications when apgia session.

There is a priority rule to remember: The Microsoft Remote Desktop has the highestripyio
then the TSplus Taskbar, then specific applicatitires user has a specific application assigned and
TSplus taskbar or Microsoft Remote Desktop, thelf mot see the specific application because
they have a lower priority.
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You will add or delete applications using the Adirool.

=

Calc is published as one example.

2. After declaring a new application, we recommémdse the Test it button to check that the
application is correctly started.

3. For each new application, you can specify ifs tlaipplication must start maximized,
minimized or hidden. You can also tell the systeraiply this application to all users.

4. You must click on the button Save and Exit twestany modification.

At installation, the default settings is: Any RDBser will see the complete
Microsoft Remote Desktop. Any Seamless usdtdrave the TSplus Remote Taskbar.

The TSplus Taskbar publishes all shortcuts copedhe Desktop folder of the user.
When selectingl' Splus Taskbaryou can request to automatically copy any of the
shortcuts available in the All Users Desktolger and/or, to automatically create shortcuts
from applications assigned to the users Wjplication Control.
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Assigning Applications To Users Or Groups

The third section of the AdminTool has been greathproved with version 3.20 to make
Application Control easier and very efficient.

The administrator has 3 possible methods of publisapplications and assigning them to a user or
group members:

Option 1: Drag and Drop: Drag an application and drop # tgsser or a group. This is a good
method when there are only a few applications,susegroups. It is also a quick way to visually
check the current application assignments.

Option 2: Assign Per User: Select/unselect listed appbeoation a per user basis.

Option 3: Assign Per Group: Select/unselect listed apfitina on a per group basis.
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Option 1: Drag & Drop wizard

In this example, the user Elizabeth will start #ayroll application when opening her session.
Any members of the Payroll Group will start the fdlyapplication and MS Office.

Option 2: Per User wizard Option 3: Per Groups wizard
The user John has only the Remote Desktop afiplicd he users group has Payroll and office

Note when using TSplus Seamless Client: With th@lds Seamless Client, the users will not
display the Microsoft Remote Desktop windows. apelications sit on the local desktop as if they
were native local applications. Users will see othg applications assigned to them by the

administrator.
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If a user has the right to use the default MicroB&mote Desktop, the Seamless Client will
display a background color to avoid having both Remote and the Local Desktop icons
piled on the screen.

The Seamless Client session is held open only veimeapplication is running and being
pushed through to the local client. If no appimathas been assigned to this user, TSplus
will automatically use the TSplus Taskbar.

If a user has specific applications assigned, thidyseamlessly see these applications when
the session is opened. When the last applicatictosed the session ends.

Other comments:

If no application is assigned to one user, he s&a# theMicrosoft Remote Desktaphich
will display the shortcuts of he Desktop folder.

If one user has several allocations plushherosoft Remote Desktppe will see a remote
desktop.

If a user has several applications plusT®plus TaskBahe will see the TaskBar which
displays the shortcuts of his Desktop folder.

It is also possible to assign one specific appbecato one specific user of a Domain. To do|
S0, just edit the AppControl.ini file and type theer name (JohnD for example) in the
“users="field of the application paragraph.

If you want to start a script when the session pgen must mane it LOGON.BAT or
LOGON.CMD and copy this script:

In the Application Data folder of All Users if theeript applies to all users,
In the Application Data of the user if this scrgmplies to this user.

If you want to start a script on the client sideawta session is opening, you just have to
name a program STARTUP.EXE and to copy it at thedndrive of the user PC
(C:\startup.exe).

If you want a program to be started as a servicervthe TSplus server reboots you have tp
name this program STARTUP.EXE and to copy it infthider
C:\Program Files\TSplus\UserDesktop\Files\
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Firewalls: Please remember that in most cases connectiobléreme due to a firewall rule on the
server side, on the network, or on the client side.

Advanced Security options included in TSplus
Securing any server is a never-ending story wheseyeexpert could add yet another chapter.

TSplus benefits from and is compatible with exigtsecurity infrastructure in a company (Active
Directory, GPOs, HTTPS servers, SSL or SSL telecamaation systems, VPN, access control
with or without ID cards, etc, etc).

For customers who want to easily secure their se&plus offers a set of simple and relatively
effective ways to enforce good levels of security.

Changing the RDP port number and setting up the fiewall:

With the AdminTool, you can select a different TEPport number for the RDP service to accept
connections on. The default one is 3389. If youwtitsuse your server for normal users, we
recommend changing it to 443 because this poduslly open for outgoing traffic on firewalls.
You can choose any arbitrary port, assuming thatnibt already used on your network and that
you set the same port number on your firewalls@néach TSplus user access programs.
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If users will be accessing your TSplus server fautside of your network, you must ensure all
incoming connections on the port chosen are forecitd the TSplus server.

Server side security options:

The AdminTool allows you to deny access to any tisaris not using a TSplus connection
program generated by the administrator. In th&ecany user that would attempt to open a session
with any Remote Desktop client other than the TSploe (which assumes having the correct
server address, the port number, a valid logoneavalid password) will be disconnected
automatically.

The administrator can decide that only members oflie Remote Desktop User grouvill be
allowed to open a session.

The administrator can decide that a password is mashatory to open a session.

Through setting the applicable local Group Poltbg, administrator can specify whether to enforce
an encryption level for all data sent between tletand the remote computer during a Terminal
Services session. If the status is set to Enablaztyption for all connections to the server istget
the level decided by the administrator. By defaenigryption is set to High.

The administrator can decide to set a firewall ontie user PC namesOne the PC that are listed
in a .ini file can be able to open a session. Atine even with a valid logon/password, will be
rejected.

The administrator can also set as a rule that onlysers with a TSplus connection client will be
able to open a sessiony incoming access with a standard RDP or WEBT&s€ will be
automatically rejected.
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Hiding the server disk drives:

The AdminTool includes a tool that enables hidimg $erver disk drives to prevent users from
accessing folders through My Computer or standamtdivs dialog boxes.

The tool works globally. This means that even ttheiaistrator will have no normal access to
drives after the settings have been applied.

Notes:

The tool flags the disks drives as hidden, bulsib @adds the HIDDEN property to all of the root
folders and users list in Document and Settingthdfadministrator wants to see these files he
must:

1. Type the disk drive letter. For examdle\:<ENTER> which will take you to the D: drive.

2. Turn onSHOW HIDDEN FILES AND FOLDERS in the folder view properties.

TSplus access program security options:
The TSplus client generator gives the capabilitpti the TSplus client to:
A specific PC name. It means this program will betable to start from any other PC.

A physical drive serial number (PC HDD or USB s}ickhis is a very easy and powerful way to set
a high level of security. The only way to connectvith a specific client, and this specific cliean
start only on a specific USB stick or PC HDD. Soaof our customers are delivering fingerprint
reading USB sticks to each of their users and gacdlerated program is locked to the device serial
number. In this manner they can restrict acae$ise client program itself, as well as ensurirgy th
client program cannot be copied off the USB sticll ased elsewhere.
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HTTP access to the TSplus server

TSplus release 3.20 includes major enhancemenmiscss the server using web browsers like
Internet Explorer, Opera, Netscape or Mozilla.

On XP or Vista servers, the TSplus web serveradesd automatically at each reboot. The
AdminTool allows you to start/stop the TSplus webver and to turn off the automatic startup at
reboot.

A very useful set of HTML pages has been creatatktiver “out-of-the-box”, ready to use web
access to the server.

These pages are automatically created when the H&Mer is first started and will automatically
set the current TSplus IP address and port nunyloer can test it using Internet Explorer with a
URL like http://<serverip (insert the IP of your TSplus server). If you e your server IP
address you MUST change each HTML page to reflest t

Opening a session using Internet Explorer (examplgs
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To enable Opera, Netscape or Mozilla, a plug-itaifetion is requested

After the plug-in installation Microsoft ActiveX isupported by Opera, Netscape and Mozilla.

The HTML pages provided are samples that your Weben@dministrator can use and edit to
make their own application portal links. This isseful and powerful web based tool. Each
example includes the HTML code, which interrogadkesuser browser and starts either the Internet
Explorer code or the Netscape compatible plug-in.
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Fast and easy file transfer between the user anderserver

TSplus 3.10 includes a unique method of transfgifiies:

F8 function key: From the local user workstationto the user Remote Desktop
Or
Shift F8 function key: From the TSplus server to the local user Desktop

Because the file transfers are based on a Virthah@el, it is 10 times faster than a file copy, &and
can be done even when the local user disk drivees@trmapped.

Transferring files or folders is easy: just drag &drop

F8: From the client to the server Shift F8: From the server to the client

Drag & drop files or folders is just a drag & drop action
From the local workstation to the Server From the Server to the local workstation

The administrator can change the function key @-8edault) assigned by TSplus to start the file
transfer user wizards. To do this, you have to@uelparagraph to loadbalancing.ini file.

In the following example we set F10 as function kego file transfer.

[FileTransfert]

hotkeyFTP=F10

And do the same in AppControl.ini for the trandfem the server to the client.
[Security]
hotkeyFTP=F10
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Updating the client version automatically from theserver

Our customers wanted to be able to update all @fgémerated client programs without having to
generate a new client program for each workstation.

If TSplus on the server side is update to a neeass, the users will be prompted to recommend
them to update automatically their connection ¢lfeom the server.

Also, we store the client parameters locally andoffer the capability for the administrator to edit
locally these parameters on a specific workstafioeeded.
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